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The goal is to turn data into information, and
information into insight.

—Carly Fiorina

o GrantThornton
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Fraud Risk Mitigation & Analytics Practice

Grant Thornton Value Proposition

Grant Thornton is the industry leader in the full lifecycle of solutions related to preventing and
detecting fraud. Our approach uses a set of risk-based methods and associated tools that allow
organizations to implement solutions to mitigate fraud through: 1) Fraud Risk Assessment, 2) Fraud
Analytics, 3] Antifraud Strategies.

With the signing of the Fraud Reduction and Data Analytics Act of 2015 (FRDAA), agencies are required
to implement fraud risk management programs that align with GAO’s Fraud Risk Management
Framework. Grant Thornton draws on our unique expertise with this framework and the field of fraud
risk management to develop best-in-class solutions for the federal government.

We have integrated our innovative risk assessment process with the development of analytics solutions
to ensure we target the solution development at the highest priority areas. We have exceptionally
strong qualifications in the space, including a Fortune 100 insurance company, Treasury, National
Institutes of Health, the Department of Veterans Affairs and the Department of Agriculture.
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Fraud Risk Mitigation & Analytics Practice

Grant Thornton Capabilities

» Fraud Risk Assessment: An innovative, activity-based fraud
risk assessment methodology that goes beyond traditional
perception-based risk assessment to provide a more
comprehensive understanding of the factors that create the
opportunity for fraud. Our proprietary methodology has @
two-phased approach, and begins with a five-step, activity-
based quantitative assessment, followed by facilitated fraud
risk workshops.

+ Fraud Analytics: A suite of tools to help detect and
ultiimately prevent fraud though business rules detection
models as well as scenario-based predictive models.

« Antifraud Strategies. A proprietary fraud risk maturity
model based on the GAO Framework, which we use to help
agencies develop effective antifraud strategies

Solution Potential Outputs
Fraud Risk Maturity Assessment
Maturity Assessment Fraud Risk Maturity Roadmap
. . Antifraud Organizational Program Manual
Enter;;r:sethntlfmud Fraud Stakeholder Matrix
rategy Enterprise Antifraud Strategy
Fraud Risk Map
Fraud Risk Fraud Risk Assessment Summary
Assessment Fraud Risk Profiles

Fraud Analytics

Menitoring Tools

Mitigation Strategies

Analytic Dashboards

Detection and Remediation Plans for identified
Fraud Use Cases

Prioritized Cases to Target

Revised Antifraud Strategy, including Treatments
and Analytics Plan
Improved Data Strategy for Increased Detection

o GrantThornton



Today’s Topics (
* Introduction to Data Visualization

o GrantThornton



Introduction to Data Visualization

FRAUD RISK ASSESSMENT

'
Rule-Based Anomaly Detection Predictive Network / Link Text Analytics
Analytics Analytics Analytics Analytics
v B ?
% H-o &
SN
O o
Known Patterns Unknown Patterns Complex Patterns Linked Patterns Text Patterns

Criminal Fraud Organized Fraud
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Introduction to Data Visualization

* Data visualization is the graphical
representation of data.

* By using visual elements like charts,
graphs, and maps, data visualization
tools provide an accessible way to
quickly understand trends, outliers,
and patterns in data—especially for
busy decision-makers.
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Can You Spot the Outliers?
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Cardho| ~ | Cardhol| ~ | Cardhol ~ |[EMPLO] ~ | Acct La: ~ | CARD_J| ~ | LIMIT_( ~ | TRX_LIN ~ | Transac ~ Transac ~ |Post Da - Transac * | Expendi ~ | Day of ] = | Purchas ~ | Debit Al - | AMOUR ~ | Credit A - | Discour ~ | Tax - |TAX_FNM = Transac =
16084 9472 10104 20000 3500 1.36E+08 17:18:47 Wednesda Unknown 2.46 2.46 0 1 0.246 0 Fees
6204 9472 10104 20000 3500 1.36E+08 7:13:09 Wednesda Unknown 0.53 0.53 0 1 5.30E-02 0 Fees
23957 6768 10022 20000 3500 1.36E+08 11:05:34 Sunday Unknown 0.61 0.61 0 1 0 Fees
11632 2198 1.37E+08 16:04:31 Monday Unknown 26.78 0 0 Purchase
23165 2198 1.37E+08 15:29:17 Monday Unknown 10.99 0 0 Purchase
23608 2198 1.37E+08 21:58:01 Monday Unknown 11.64 0 0 Purchase
8320 2198 1.37E+08 15:57:44 Monday Unknown 3988.89 0 0 398.889 Purchase
21666 2198 1.37E+08 2:35:43 Monday Unknown 1168.18 0 0 116.818 Purchase
5789 2198 1.37E+08 22:28:57 Monday Unknown 238.78 0 0 23.878 Purchase
13036 2198 1.37E+08 3:26:12 Monday Unknown 2561.71 0 0 256.171 Purchase
5208 2198 1.37E+08 15:34:55 Monday Unknown 16.72 0 0 1.672 Purchase
12164 2198 1.37E+08 15:35:02 Monday Unknown 3.84 0 0 0.384 Purchase
3324 2198 1.37E+08 7:55:31 Monday Unknown 205.08 0 0 20.508 Purchase
8259 6768 10022 20000 3500 1.37E+08 11:56:01 Monday Unknown 11.2 11.2 0 0 1.12 0 Fees
21662 4150 10091 20000 3500 1.37E+08 13:46:08 Monday  Unknown 2.32 2.32 0 0 0.232 0 Fees
13344 6768 10022 20000 3500 1.37E+08 16:08:30 Thursday Unknown 8.66 8.66 0 0 0.866 0 Fees
23068 4150 10091 20000 3500 1.37E+08 23:06:58 Tuesday Unknown 1.91 1.91 0 0 0.191 0 Fees
19943 2198 1.38E+08 20:35:11 Wednesda Unknown 94 0 0 9.4 Purchase
8747 2198 1.38E+08 12:46:14 Thursday Unknown 584.5 0 0 58.45 Purchase
6734 2198 1.38E+08 18:08:58 Thursday Unknown 54.03 0 0 5.403 Purchase
5421 2198 1.38E+08 0:59:19 Monday Unknown 72.98 0 0 7.298 Purchase
17751 2198 1.38E+08 21:17:18 Wednesda Unknown 216.2 0 0 21.62 Purchase
10888 2198 1.38E+08 22:15:28 Friday Unknown 14.19 0 0 1.419 Purchase
10672 2198 1.38E+08 11:07:06 Tuesday  Unknown 30 0 0 3 Purchase
1350 2198 1.38E+08 2:09:10 Wednesda Unknown 40.93 0 0 4.093 Purchase
19253 2198 1.39E+08 8:56:26 Friday Unknown 157.8 0 0 15.78 Purchase
5949 2198 1.39E+08 2:07:24 Monday Unknown 363 0 1 36.3 Purchase
24334 2198 1.39E+08 3:34:31 Wednesda Unknown 36.6 0 1 3.66 Purchase
8020 2198 1.39E+08 17:17:05 Monday  Unknown 59.5 0 1 5.95 Purchase
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How About Now?

Program Integrity: Purchase Card - Split Transaction Transactions

Choose Appllcoble Transaction Amount MCC Class Mec Description
$368928 D $832400 |(al < [ v
Fraud Test = -
Split Transaction + | Cardholder Division Transaction Date Z Score
(an - 10/1/2014 () 3/31/2017 -0.7% & D 12.00
Top Cardholders by Transaction Count Top Cardholders by Amount Split Transaction Locations and Amount
Cardholder Name = Transaction Amount G I
Cardholder 180 = /
Cardholder Name = Cardholder 187 e P o 2 J L
Cardholder 187 Cardholder 70 ’ g )
Cardholder 180 Cardholder 47 United
Cardholder 70 Cardholder 3 () Statese
Cardholder 21 Cardholder 147 © o
Cardholder 105 Cardholder 105 @ 5
Cardholder 3 Cardholder 38 ek (]
Cardholder 103 Cardholder 18 W, .
Cardholder 47 Cardholder 198 \
Cardholder 198 Cardholder 21 V¥ © OpenStreetMap contributors i
i i i r i unt vs. Nu r
Total Split Transaction Transactions by Month Transaction Amount vs. Number of Records
+ $20,000.00 ) 3
-:g)’ 40 /,\ /\ / 5 Cardholder 180
o £
g : 5 Cardholder 3
Eo 30 Averagdi@7.3 = /\\ § $10,00000 Cardholder38 Q:) o e O Cardholder 70
< W \—\J ~N B i (@) (@]
3
S 20 2 (@) o
8 g o
5 5 Cardholder 21
10 & $0.00
September 2014 March 2015 September 2015 March 2016 September 2016 March 2017 20 25 30 35 40 45 50 55 60 65 70
Month of Transaction Date Number of Records Avg.ZScore
Solution Powered by €3 GrantThomton -0.7+1 2.261
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Benefits of Data Visualization

Leveraging data visualization can empower an organization to take
advantage of the numerous benefits; a few are outlined below.

LI
N"
B
-

Communicate

Availability of Interactive Facilitate Better

Findings

Tools Results Effectively

Decision-Making
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Best Practices for Data Visualization

There are such things as good
and bad data visualizations.

Remember
Your
Audience

To the right are five best
practices to keep in mind so that Underetand
your data visualization is useful the Purpose
and clear—and to ensure that
you are effectively telling your Show the

fraud story. Underlying
Data

° GrantThornton



Common Mistakes

Visualization mistakes can be grouped into two main
categories:

Design Mistakes

* Arranging information poorly

Exceeding a single screen
Misusing or overusing color

Cluttering the display with visual
effects

Designing an unattractive display

Information Mistakes

Inadequate context for the data

Displaying excessive detail or
precision

Expressing measures indirectly

Misreading your audience

o GrantThornton
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Mistakes in This Visualization
* Wasted space on top

* Too much information at
once

* Extremely cluttered

* May not be correctly
considering audience

* Large use of unrelated color,
no clear indication of
meaning

* Repetitive information

* Poor choice of visualizations
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Program Integrity: Vendor - All Records Transactions

Choose Applicable
Fraud Test:

All Records

Top Vendors by Amount

Vendor =

Vendor 184
Vendor 161
Vendor 186
Vendor 115
Vendor 164
Vendor 98
Vendor 53
Vendor 18
Vendor 36
Vendor 84
Vendor 163

(A

($B423) O

$4,863.761
$3.814,741
52,007,632
$1,657,517
$1,609,5659
$1,303,694
$1,210,670
$797.999
$769.245

mmra e

Total Vendor Transactions by Month

Number of Records

2015

2016

BOC Roll Up Name

Org-Roll Up
=[N -

Transaction Date

Top Vendors by Number of Records

Vendor =

Vendor 53
Vendor 31
Vendor 115
Vendor 57
Vendor 136
Vendor 186
Vendor 163
Vendor 18
Vendor 44
Vendor 107
Vendor 108

w

2017

Month of Transaction Date

2018

2019

D $15,016,090 /200 d D 12/25/2018

All Records Locations and Amount

O Canada

© OpenStreetMap contributors . m

Expense vs. Number of Records

[ ]
$30.000.000 | yendor 184
# $20,000.000
g
Ed
' 10,000,000 Vendor 161y o184
@) Vendor 31 Vendor 53
A ge. (O Vendor
50 ERaiche’ ® @ ®
0 10 20 30 40 50 60 70 80 20 100 110

Number of Records
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Visualization Types

* Provide quick overview to monitor health and opportunities

+ Focus on high-level performance measures

Operational

+ Used mainly for monitoring operations

» Dynamic and immediate in nature

« Require additional context (comparison, history, evaluations]

+ Highly interactive

° GrantThornton



Visualization Types

is expressed in U.S. dollars)

ptember 22, 2014)

Sales Dashboard (s

Key Metrics YTD Il Actual | Budget Market Share

Trend Actual

Metric Actual vs Budget Company % of Total Market

Sales v 820K

Profit I | A 260K

|

Beringer

Our Company |

Margin A 443K La Crema 2

cocs I A 35K Blackstone

Revenue YTD Revenue QTD Il #ctual | Budget
Region Actual % Actual %
weet I v oo | urme 32%
Central — 265K 323% 33523 320%
== — 179K 218% 2756  217%
sl ] 104K 12.7% I | 13612 13.0%
0K 0K K 30K

Top 10 Customers in the Pipleline (Revenue)

Customer Name Pipeline QToD YTD
. - [d,-. O'Sullivans 11,710 4,346 30,380
. ‘ 4 Macadoodles 11,930 6,270 29,779
__q Lake's 13,940 5976 25,990
\ ,"—‘ Fruit 0" the Vine Inc. 8210 5,009 18,071
y~ o The Bottle Wine & Spirits 7.980 799 15,892
. ‘ Friendly’s 8,480 2,748 14,887
American Vineyard 8,000 5,038 14,634
Revenue The Beverage Shoppe 7,590 3,823 13,820
II Sips & Suds 7170 4,052 13,770
-10,016 103,353 Cheers 6,690 5,686 13,426

Strategic

* Most important information only
* Color used sparingly

* No clutter
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Visualization Types

Superstore, LLC

$151,237 .00

Top 5 Products

Profit Margin
30.44%
011%

Product Name

Okidata ML390 Turbo Dot Matrix Printers
Bretford “Just In Time™ Height-Adjustable
Epson FX-980 Dot Matrix Printer

Dual Level, Single-Width Filing Carts

0 Null
s o __AS159K
= \
$150K ———— A—
f Last 7 Days Sales
_;'
———
f
|
100K | 20K
& |
5 f
a |
T . | o
z a A |
I|\' | 1K
SOK | \_J F S s
|
|
|
=
S o ‘ <
SOK el - Today's Orders
SOK
Customer Name
Mar 12 Mar 26 Apr Apr23 May 7 Paul Van Hugh
- ” o Lo s " ' Tonja Turnell
( ntry/Regior J3TD Sale Q Profit Viargin rmar Net Profit
Marc Crier
o v
Belgium $51,118.55 $3,943.00 7.71% v 94 Erin Creig
France $982,158.03 $134112.27 13.65% v 41058 Linda Southworth
Ireland $4,372.96 ($1,409.87) 32.24% x vi172 Astrea Jones
e Tony Chapman
Netherlands $171,448.28 $13,010.87 7.50% v 43000 ALF
Ferg
United Kingdom $319,839.19 $1,580.97 0.49% X a22 Mick Crebagga

Product Sales

$202,652

$179.444
171314

$64,359
$61,920

K

190 $91.226
5 561319
70

Operational

* Frequent
information
updates

* Immediately
monitor
information
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Visualization Types

Hotel Executive Dashboard H.
Date Level Measure Year Month
Month - Total Revenue - (Al - (AN -
$2,019M 16,026K 62K $145 $107 10M 7.87TM
total revenue total guests total occupancy adr RevPAR rooms avail total sold

Total Revenue per Region - 1709 (Q1) to 12713 (Q4) Rooms Sold vs Avail Revenue Guests Occupancy ADR RevPAR

$1,286M 10,149K 43,922 $146 s109

Mexico

Dominican - S450M 4. 144K 13,081 $172 s118
- e ——

Jamaica $239M 1.280K 3,087 $217 $173
— o—T

Caribbean ' S45M 454K 1,925 $50 $32

v
Hot Spots per % of Total Revenue M
Region Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

Analytical

* |dentify seasonality and
opportunities

* Light borders, logical
groupings

* Use of heat maps
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* Detecting and Preventing Fraud
Through Data Visualization
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Detecting and Preventing Fraud

Case Study 1

What?

* Do you know whether fraud is being
committed with your organization’s
company credit cards or purchase/travel
cards?

* Grant Thornton performed a fraud risk
assessment for an organization related to its
card purchases; this assessment was paired
with an effort to leverage analytical tools and
methodologies to help mitigate risk within this
area.

* Metrics Available: Holiday and weekend
transactions, personnel holding multiple
cards, tax charged.

How?

e Data related to cardholders and financial

records were blended in order to evaluate
questionable transactions that should be
pulled for additional research; this practice
effectively lowered the organization’s fraud
risk related to improper card usage.

The Grant Thornton team used Alteryx, a multi-
purpose, self-service analytics platform, for
data cleansing, blending, and preparation.

The team also leveraged Tableau for the
development of the visual analytics storyline,
using its interactive dashboard capabilities to
identify suspicious transactions.

o GrantThornton



Title

Spending Profile
by Position and

Holiday
Transactions

Holiday Transactions

Personnel With
Multiple Payment

Top Spending by
Merchant &

Weekend M
Transactions Tri

Transactions made on Federal Holidays (including days on which the boliday is "observed”) need to be subjected to a bigh level of scrutiny to ensure

that they are not made for personal nse. Use the filters and graphs to navigate through all transactions that were made on a Federal

Holiday.

Transaction Date
Oetober 1, 20 Macch 31, 201
€ D

Year of Transaction ..

(AL v

Click Holiday, then
Cardholder to see
detail information
by Transaction ID

Transaction.. Day of Transacti.. Cardholder

136226029  October 13, 2014 Cardholder 212 0702 DIRECT MARKET..
137259504  October 13, 2014 Cardholder 114 7592 TELECOMMUNIC..
37715658 November 11, 2. Cardholder 129 3041 CATERERS
15659 November 11, 2. Cardholder 129 3041 CATERERS
137718827 November 11, 2. Cardholder 51 6681 COMPUTER MAIL.
22845 November 11, 2.. Cardholder 117 9002 COMPUTER MAIL.
23860 November 11, 2.. Cardholder 105 1258 BUSINESS SERVL.
26515 November 11,2 Cardholder 168 7288 TELECOMMUNIC .
37726516  November 11, 2.. Cardholder 168 7288 TELECOMMUNIC..
137730942  November 11. 2. Cardholder 4 1771 STATIONERY. OF..

Holiday Spending

$55,006.57

——
Presideses Dy |

Martin Luther King .. _

Labor Day -
Thanksgiving Day -
Independence Day -

Columbus Day [

Christmas Day -
New Year's Day I
Memorial Day |

Average
$0.00 $5,000.00 $10,000.00
Debit Amount &

Card Acco.. MCC Descuption

# of Transactions
18,394

cazdnolder 168 ||| N
Casdholder 130 [N
Cardholder 131

Cardholder 87 _
Cazdholder 197 || NG
Cardholder 163 | NN
Cazdholder 166 [N

Cardholder 13 -
Cardholder 117

Cardholder 81 [
T Tk x 4K 6K

Debit Amount &

1

Avg. Debit Amount

Merchant Debit Amou.. Credit Amo..
Merchant 1318 $541.00 $0.00 »
Merchant 257 $741.98 30.00 l:l
Merchant 1114 §220.50 $0.00
Merchant 1114 §220.50 $0.00
Merchant 1554 $5.57 $0.00
Merchant 1554 $1,605.26 $0.00
Merchant 1645 $0.00 (§72.98)
Merchant 256 $192.80 $0.00
Merchant 256 $52.88 $0.00
Merchant 546 $126.72 $0.000 ™

Benefits Achieved

* The dashboards created allow
for more effective research
into questionable card
transactions, replacing a
process that had been
performed manually.

* The solution provides a set of

formalized investigative
procedures that standardize
the tests and checks used at
all levels.
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Detecting and Preventing Fraud
Case Study 2

What? * Data was aggregated by provider, aligned to
specific fraud schemes, and then tests were
* Do you work with third parties, such as developed to identify suspicious providers.
medical providers or vendors? Do you know
if they are committing fraud against your * The Grant Thornton team leveraged Tableau

for the development of the visual analytics
storyline, using its interactive dashboard
* We performed a fraud risk assessment for an capabilities to identify suspicious providers.
organization related to payments to medical
providers; this assessment was paired with an
effort to leverage analytical tools to help
detect suspicious providers.

organization?

* High-Risk Medical Services Selected:
Chiropractic, sleep study, acupuncture,
physical therapy, drug testing, radiation
oncology

o GrantThornton



Detecting and Preventing Fraud
Case Study 2

Medical Service Fraud Scheme Test
* Acupuncture « Billing timed codes * Avg. # of minutes billed per day
+ Chiropractic that amountto over ¢ Avg. # of visits billed per day
* Phuysical Therapy 24 hours per day * % of days billing over 6 hours
. Druq Test * Redundantor * Avg. # of drug test procedures per patient
d excessive testing  Single visits with more than one drug test
* Sleep Study * Submitting multiple ¢ % of visits with more than one claim per visit

* Chiropractic claims for one visit * % of duplicate billing without required modifier

o GrantThornton



Detecting and Preventing Fraud

Case Study 2
= 0

— m

425 Providers 182k Claims 20k Patients S69M Dollars
Model Model Total # Providers Total # Providers Total S Paid to
(# of Tests] Reviewed Flagged Flagged Providers
Acupuncture 518} 389 59 $9,933,009
Chiropractor 78 565 48 $5,220,429
Drug Testing b2 323 30 S7.055,697
giiggg; 53 1,080 240 $40,863,485
Physical Therapy /8 4,723 102 $16,805,660
Sleep bh 210 20 $2,297.172

“Totals are inclusive of duplicate patients across models due to overlapping procedures.

o GrantThornton



Detecting and Preventing Fraud
Case Study 2

Sleep Study Model: “Billing Anomalies”
Fraud Scheme: Provider bills for services not rendered by consistently billing for more

services per visit than were received by patient.

r Y

More O

O ______——  Providers ldentified

Visits per day

less

»
P>

Less Minutes billed per day More
o GrantThornton




S

' CPT Code Show Acupuncture Show Chiropractic Show Drug Testing # Of Claims. Total $ Paid
All v | O 0 Yes 0 Yes 1.00 1265.00 $0.00 - $1,638,000.0
[1'No 1 No 1 No : : : :
‘Claim Type Show PT/OT/Rehab | Show Radiation Onc... | Show Sleep Studies - # of Vets Max $ Paid -
Al v | | OiYes [ Yes O Yes ; 100 1265.00 $0.00 $1,638,0000 :
[1'No 1 No 1 No - . c .
Amount per Claim by Provider State Map Color Key " Amount per Claim by Provider
- Low I High | : : : -

-

NGRT
AMERICA ©

Amount per Claim - Alaska

-y

Provider Name
Provider Name
Provider Name
Provider Name
Provider Name
Provider Name
Provider Name
Provider Name
Provider Name
Provider Name
Provider Name
Provider Name

Provider Name

May

Aug

o
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Detecting and Preventing Fraud
Case Study 3

Challenge

A worker's compensation office required insights into whether there were
any indications of FWA by employee claimants, medical providers and law
firms.

While the client maintained data sets across a variety of source systems,
they required the application of analytics to better understand potential
FWA in order to identify fraud prevention and detection processes.

At the time of engagement, the client was not leveraging data visualizations
or the application of robust analytics to review / monitor their data to glean
insights into potentially fraudulent activities.

Q GrantThornton



Detecting and Preventing Fraud
Case Study 3

Solution

Developed visualizations leveraging Tableau to identify anomalies within the
data that merit further review. In addition, they helped to serve as a guide
for further analysis, tracking and monitoring of claims payments.

Through the application of simple visualization capabilities within Tableau
(such as bar charts, scatter plots, geospatial maps), we could identify
insights, many of which were not identifiable without the visualizations

The visualizations provided immediate insights into areas of potential FWA,
that can be prioritized for immediate action versus those to begin
performing continuous monitoring moving forward.

o GrantThornton



Detecting and Preventing Fraud
Case Study 3

Active Claims Receiving Payments by Year Opened
1988 1 B Ciaims Opened Before 2009
1990 B Claims Opened During or After 2009

Figure 3: Active Claims Receiving Payments
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* Program Integrity Solution Model
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Program Integrity Solution

Business Intelligence
Dashboard

Grant Thornton

External
Program Integrity Platform

Source Systems

Data Staging Fraud Model
Store Calculations

{,IIIQ
T NN
L

am
]

w
- 0, =
| — S sl
L) 24

- Test Scripts

Program Integrity Management Process
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Contact Information

Linda Miller, Principal
(571) 444 1990
Linda.S.Miller@us.gt.com

Leigh Sheldon, Senior Manager
(703) 837 4434
Leigh.Sheldon@us.gt.com
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