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The identity part of access management. This incorporates
Accounts the management of the lifecycle of a user account including
(H2 AH) the way it is provisioned.

o Verifying the identity of a subject that is requesting access to use
Authentication a service (Tableau)

(A2l e15)

Granting access to an object (project/dashboard) and data
Authorization after the subject has been properly identified and
(CllO|E,24H|0f| CHEF ALE Q17F) | quthenticated

The logging of information and events so that an organisation’ N
can actively manage Cybersecurity threats and satisfy -
compliance requirements.

Auditing

(ZAF=H)
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Data Governance | Contents Governance Ny

Row Level Data Security Authorization : Role & Permission

Tempiate :
Content - EAECAEAEE A FE EA FA ER
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Validation - mama\ fiatistics Add to Collections..

Rename.

Move

PN Site Role © v © G B 5 z W g D @
- Permissions...

Cor‘tnr_n e PR X \ Change Owner..
Promotion -

Delete

Content
Certification
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File Data Help

Connections ®» . = A | X Connection Filters
B OjESA%N google @®Lve O Extract O Add
Of @A (88 | ‘
Microsoft Excel (Google Drive)
olaw |
Sheets P I
[[] Use Data Interpreter
Data Interpreter may be able to clean your
Microsoft Excel (Google Drive) workbook.
H AlEl
& New Union
O it A v 21 fields 10686 rows 100 + | rows
L}
1 1 1 1 1 1 1 1 1 1 1 1
Name
224y DAHE DANR 27t O @Ry HigYy ull & Xt Al A& Mg s HEy HEsen
HER R KT-16480 AH|X} Chgol= KpA} WHE Yl & 2021.14 A 7|5 AHRZ|2] Konica Recelpt Printer, White 712
Fields 204! HR-14770 & A chetol= XAl B Ul 2021.1.5 rejAl A7|% AR 8% OIC Staples, Metal AL
Type Fleld Name Physical Table Remote Fleld Name 2043 HR-14770 & QA CHEHp!= KpAb B Ul S 2021.1.5 relAl 47|% AR 85 Stockwell Paper Clips, Assort... AL
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Al AEL Al o . " L Wi ; a o , Q
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Sl R AE1 AEChy® 810 . " ‘ ' Ul , 2 ALY Qg
proi KN-16390 719 o2 Chergl= KpA} wHE Ul & 2021.1.2 g FAHRA| AP E % Advantus Staples, Metal AL
p P AlE1 &Y : * 3% Ml
e &y CS-12130 AU|X} chgrgl= KpAb i uld 2020.8.21 Aokt AL AH§E217] Motorola Speaker Phone, Full... M|
NESHR AlE1 ABENS P ¥ . . i A " 2 "
PEH S| ML-17410 S|} Cieiel= KpAb B Ul 2020.5.15 o CHPRAl A7) Apple Audio Dock, Full Size xe}7|
FEL AlEL HEac x — : y :
- e HM-14980 AH|X} CHEHR= KtAl B Ul 2020.10.30 &1 CHHEAA| AR 8 & Avery Round Labels, Laser Pr... ety
KBS AlE " ‘,‘I'I|.‘.‘I A
et In1 e R AO-10810 719 22 CHEHeI= KAl B Ul& 2020.10.13 Al 7|5 7t Bevis Computer Table, Fully A... WX}
s xEo Al XPUX % i - a
‘ TR a1 ! l @y AB-10015 AH|X} Chgpl= KAl B Ul 2020.1.15 a4 MESYUA A7) Enermax Router, Programma... YMIALE|
o Al x|
\ A% - 1= @y AB-10015 AU|X} Cherel= KAl B Ul 2020.1.15 &9 AMBRYA A2 Memorex Keyboard, Bluetooth S MIALE|
f SRR AlE] SEALE . , — .
: kb ] JE-15610 719 02 chgrgl= KAl Bt ui& 2020.10.27 ety AMERRYAl AH712] Apple Office Telephone, Cordl... M2
AQ AlE AQ
# A n1 i LR MD-17860 719 2 Chepl= KAl B Ul 2020.10.3 A A& AL§712| Apple Smart Phone, Full Size Hep|
m V=T AlE1 PHof =Y e " " & x| ) [=}
g FO-14305 AH|X} Cigpl= KAl 8& vl 2020.5.14 #TIH MERYA A7) Nokla Headset, Cordless a2
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Deepesteun Entitlement E|O|= DataFest

[ = o =
KOl X8 CjAt 0] E AR E|= £[X XHA0{T! E|0|E Deepest
ZF20|0| E Entitlement User View
=o =o L A L Zs = = = 1 .
FEID FEER HES IR S FEf 1A D 0 0|[F MIAHE =N A= =7HX Y e HED ®F username Count Cit .
ID-2021-78592  2021.8.4  2021.8.8 EE S5 LH-17155 Logan Hay 2k AH|Z 11QF 87| South Korea SO0} FUR-BO-17}7 ! ry y e
| ID-2021-78592  2021.8.4  2021.8.8 EF S5 LH-17155 Logan Hat Y8k AH|7 Q¥ 37| South Korea =OFA|O}  FUR-CH-17t+* M2 : M2
IN-2023-79796 ~ 2023.3.29  2023.4.3 EE S5 GR-14560 Georgia R 7| & Yibin Sichuan China SOtA|Of OFF-BI-1(AMR 8 & userT ( 1 E) South Korea 1 =
IN-2023-46385  2023.9.7  2023.9.11 EX S3 SC-20695 Steve Chay 7| & Ipoh Perak Malaysia SHOFA|O}F TEC-CO-17|& = A} ! = A} - e
IN-2021-43641  2021.12.4  2021.12.7 252  BD-11500 Bradley D1 2 &t AH|: Perth Western Australiz Australia 2 AM|[OFL|O}  OFF-SU-1AM28E USEI’Z (—'- ‘—) .SOUth Korea T
IN-2023-16390  2023.1.12  2023.1.16 255  BD-11620 Brian DeC 28t A H|XBundaberg ~ Queensland Australia ~ 2AM|OtL|O}  TEC-CO-17|& o
IN-2024-26981 2024.10.24 2024.10.28 EZE S IM-15865 John Murr, Q& 2|’ Thane Maharashtra  India ZUOLAIOF  TEC-CO-171% user3 (All Korea) 'South Korea ME

| IN-2024-26981  2024.10.24  2024.10.28 EF S5 IM-15865 John Murr: 2t AH|. Thane Maharashtra India SYOLAIOF  OFF-LA-1AHR- &% T L h = A}
ID-2022-37775  2022.5.4  2022.5.9 253  DC-12850 Dan Camp ¥ gt £ H|7 Bacoor Cavite Philippines &'EOtA|O}  OFF-AP-1 A& E user3 (A Korea) ISOUt Korea !
1D-2024-51866  2024.6.5  2024.6.11 & S5 FG-14260 Frank Gasi & 2I|A Canberra Australian Capita! Australia =~ 2A|OtL|O} TEC-CO-17|&

1D-2022-31426 2022217 2022.221 BE 52 GR-14560 Georgia R 7| @ Jakarta Jakarta Indonesia & EOFAIOF  TEC-CO-17]% user4 (Tokyo) 'Japan Tokyo
ID-2022-31426  2022.2.17  2022.2.21 E& S5 GR-14560 Georgia R(7| & Jakarta Jakarta Indonesia & EOFA|O}  OFF-BI-1(AFR8E 1 S
ID-2022-31426  2022.2.17  2022.2.21 EXE S2 GR-14560 Georgia Ri 7| &} Jakarta Jakarta Indonesia &' OFA|OF  OFF-FA-1AR-&F users (S uper User) ! South Korea A‘I =
IN-2023-35878 2023.10.16 2023.10.20 E& S5 PB-19105 Peter Biihl 2 AH|. Shenzhen  Guangdong China SOFA|OF OFF-BI-1(AMR 8 E
IN-2023-35878  2023.10.16 2023.10.20 EF S5 PB-19105 Peter Bihl & £H|: Shenzhen  Guangdong China SOMAIOF  FUR-BO-17t2 user5 (Su per User) 'South Korea _bl’_tl‘
IN-2023-35878 2023.10.16 2023.10.20 EZ S5 PB-19105 Peter Biihl 2t AH|™ Shenzhen  Guangdong China SOFA|OF OFF-EN-1A2 8% :
IN-2022-44068  2022.12.1  2022.12.5 252  EJ-13720 Ed Jacobs 2t AH|ASingapore ~ Downtown Core - Singapore ~&HOFA|O}  OFF-LA-1AMR8E

IN-2023-74567  2023.8.23  2023.8.26 152  EB-13750 Edward B¢ 7| & Singapore _ Downtown Core ~ Singapore & £fOFA|O}  FUR-CH-17p7 USGI’S (SU per User) 'J_a |:3a|_1 - T C_) k_y q -
ID-2024-51642 2024.12.29  2025.1.4 EE S2 AR-10570 Anemone ] 2 AH|® Surakarta ~ Jawa Tengah Indonesia ~ &&OMA|O} TEC-AC-17|&
ID-2024°51642772024.12.29" 2025 1. 4" EF="5="AR-10570" Anemone | DHFZXH|TS=t5r-  Jawa Tengah Tadomesin o EHOIAIOF  OFF-AP-1AMR 85

F2 oHE He| oIz ap

B~ Deepest Entitlement
Username Filter 3
] ®
=B @ Deepest Entitlement User View
ece zol ~USERNAME ()
s o peyerd e olm
HlojEf g Deepest Entit|
Al - City Edit Data Source Filters X
Fiter Detais
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Sparse Entitlement H[O|=
P = DataFest
Sparse Entitlement
=20|0|E{(d) usergame Country _ City ~
N 11 I ol ) South Korea |M= ~ o
7 user2 (F-41) South Korea | F4f VS. user3 (All Korea) South Korea |A&

user3 (All Korea) South Korea user3 (All Korea) South Korea |54t
user4 (Tokyo) Japan
user5 (Super User) user5 (Super User) |South Korea |M&

user5 (Super User) |South Korea |54t

| |
l___________T___________l user5 (Super User) |Japan Tokyo
|

select *

from [F&] d

inner join [sparse_entitlement] e on (
(e.[Country] = d.[Z27}/X|¥€] or e.[Country]is null)
and

(e.[City] = d.[=A]] or e.[Citylisnull) )
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Xt4 1D

Attribute 1

Role ID

Attribute 2

A+ 1D

Attribute 3
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Xt H|O|E (view)
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Data Management 2| Virtual Connection?| H|0|E{ M2 AR50 ML= HitH

: HOWAl'g' 7'%
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Best Practice Implementation of RLS DataFest

JOIN
All Data All Entitlements
1. Join Data table to Entitlements View

USERNAME() = [User]

2. Create Tableau User calculation

e o Edit Data Source Filters

Filter Details
User filter keeps True

3. Apply calculation as a data source filter

: ++
4. Publish data source to Tableau Server @ £ ;
S
ERVER ,
5. Develop with RLS published data sources e
+++ .
<7 ¢ '&
+.|.:.J|rf“ +ableau — SERVER
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J ‘ El’ : Tableau ABAC (attribute Based Access Control) DataFest

il *|  USERATTRIBUTEINCLUDES (54,
Al REH=_2U)
EJFIIJLFL?::;E HFE el JSON Web Tokenoi
E = . . i Holgl SAl7} &l AIgELICH. pes
HE 2 UAF (User Attribute Function) e o s 2
USERATTRIBUTE uretstL|ct, -
e St | USERATTRIBUTEINCLUD...
" ConneCted appgl JWT(JSON Web TOken)o'” 9'|OH XI_'l = I-% *l-'g'xl-o'” l:'Hol_ SE% | USERDOMAIN of: (
2 = USERATTRIBUTEINCLUDES( 'Regi
jllfl_l—gg?_l- *l’%xl' %I-—+— 20231"‘ HREShONE n', [Region]) = TRUE o
B RLS2 22 RBAC (Role Based Access Control)0j| A0l MAHAX || ZHA (IS}
o o
B a2 ikt -8 T T T ROk rinatene B o ool ke
b Department iss: config. connectedApp cli =
const data = { | ¥
jti: uuid\!h(), . Location / Department
;ZZ S::ﬁgéﬁennectedApp.cllentId, — Boston Seattle const data = {
. ' % 83%  81% CEE . :
sub: config.username, o B80% ?tl : UUldY"( ) : - 60
scp: config.scopes, 2 0% 55% iss: config.connectedApp.cli @
iat: Math.floor(Date.now() / 1000) - 5, 2 aud: "tableau" o
exp: Math.floor(Date.now() / 1000) + 5 % 60, S 40% sub: config usérname S i
role: "CEO" R 7 . - ' o
}; 3 0% scp: config.scopes, 2
; dediiond ; N = > = > iat: Math.floor(Date.now() /
const encodedHeader = baseb4ur < o b o =
CryptoJS.enc.Utf8.parse(JSON.stringify(heade e ° SRR Mati_\.flo?r(Date.now'(.) / 20
); 3 3 calculation: "percentage
const encodedData = base64url( < = }; X
) CryptolS.enc.Utf8.parse(JSON.stringify(data 0
const encodedHeader = baseb4u Neurology

CryptoJS.enc.Utf8.parse(JS
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RLS %,*_HE:' 7(}0\ DataFest

Dafé P(élicy ABAL Workaround: RLS 445 Pathway

Which row-level security option should | use?

Does your organization have a preferred RLS solution > Yes >  See Row-Level Security in the Database
in the database that works for this project?

CFull - Sparse et

Erﬁititlemeht‘; Table
InitSQL Y

> Yes > See About Virtual Connections and Data Policies
Do you have the Data Management Add-on?

v No v

Is this a proof of concept, a basic user filter test,ora > Yes> See Use a manual user filter
static workbook with unchanging users?

Dynamic Manual “No
Filter  Filter

29 ol

See Use a dynamic user filter
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RLSSE:Column Level Security

AHEXE

B ZX2HS x| S
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= T

HA =

i1 E0J3/0F SHC}m?

Tableaus
DataFest

100 Slg & v 100 -lg & e =
=] Abc #* M ] #* =x ?MI- ]Il E'd Abc =) Abc Abc #* Ol&: AL2XH ZEf : Column Level Security 5
EEERIE) PEERICS SR (SE) 7;” LEETE) —u S; o oEEY(SE) LEERE) LEERIES s st An RLS | A8x2E Cigol ;% &
Feadt it +o o gelg ( =2 ooH ) Feus FEux X/} T ey n w2 y | [ T
&7171 & admin@dcvideo.1131... wopaey
0 2020.12.3L 4Ea 83,660.40 0000000 002340 IN-202010720  2020.12.31 4G 20| & Bongki Jeong wolaz
AME BE BHs7| 2 DONGGYUN KIM wolg
0 20201231  #ga 119960 IHEESHE 0000000 002340  IN-202010720  2020.12.3l. A& oo 246,146.40 ° Heoctng Yun
0 | 202012.31 | =4 17.35020 |z DRI 002340 IN-202010720  2020.12.3.  4E3 moje 2.00 2 Myuns T
—— & Tableau System Acco...
[ | 20201231 | #=3 S i 002340  IN-202010720  2020.12.31. & golg 000 s ‘fz 2‘
Pl | 20201231 | 2% 43452 e L | e J01246  IN-2020-36410  2020.12.31  4&# 49| 11,199.60
| 2020123 | & o DAY @ | ket )01246  IN-2020-36410  2020.12.31. 42 VS 2337840 SN WA HE >
1 2020815 &% 7484760 267382.80 2 0000000 - |
J01246  IN-2020-36410  2020.12.31.  4E# B 200 T
5 202059 9 4290120 51463080 5 0400000 !
01246 IN-2020-36410  2020.12.31.  2E# golg 000 .
OE =EM2tOic X:"'('5|-E| EX2XHotOIC
Bolx| il = S = Holx i @ n meg
= — o =« e
ZE]
AIE l ES AI = 1
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